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Marco Iusi

I’m passionate about innovation and in recent years I deal with

Open Source, in which I strongly believes as a lever for

innovation, but at the same time I strives to spread a culture of

greater awareness of related risks, addressing a way to prevent

and govern them adequately.

I also lead the Google Cloud Competence Centre inside the

Digital Architecture area.

Outside work, I love to travel, I love nature and I like being part of

voluntary and social associations.

I also enjoy doing and seeing sport, especially football, and I

appreciate good food ... I'm Italian, you know!

Manager
Digital Architecture

NTT DATA Italia



Open Source

Open Source is a foundation for innovation and is everywhere!



Open Source Governance

What’s behind Open Source?

Open Source Governance 

is a MUST!

Open Source Software Adds Complexity

Open Source Software Can Involve Risks

https://www.synopsys.com/software-integrity/resources/analyst-reports/open-source-security-risk-analysis.html



Log4J case



Log4J case – the real world



Log4J case – the imaginary world

https://www.goodfon.com/wallpaper/distant-fantastic-world.html

• You know all the projects that are using the library

• You know the precise version you are using in each project

• You know the path where you can find the library in each 

project

• Before the news goes public and it is known by all, you have 

received an email addressed only to you, as the owner of a 

project in which the Log4j library is present, with the details 

of the new vulnerability and the indications to remedy 

immediately.

Let’s build this wordl!



Bill of Materials and OSS related Risks



Open Source License Compliance: OpenChain ISO/IEC 5230

OpenChain ISO/IEC 5230 is the International Standard for open source license compliance. 
It is simple, effective and suitable for companies of all sizes in all markets. 

This standard is openly developed by a vibrant user community and freely available to all.

*https://www.openchainproject.org/resources



SCA: Software Composition Analysis

SCA

SAST

IAST DAST

SAST:Static Application Security Testing 

DAST: Dynamic Application Security Testing

IAST: Interactive Application Security Testing

*https://www.visualpharm.com/free-icons/hacker-595b40b75ba036ed117d616b



Open Source Audit

vs

Final assessment

DevSecOps

Security Risks

Legal 
risks

Operational 
risks

https://www.vecteezy.com/free-vector/developer-icon



Synopsys Black Duck

**https://www.synopsys.com/software-integrity/security-testing/software-composition-analysis/integrations.html

*https://www.synopsys.com/blogs/software-security/gartner-mq-ast/

Black Duck DevOps Integrations
• IDE integrations

• Continuous integration (CI) tool integrations

• Package managers and build tools

• Bug and issue tracking integrations

• Binary repository integrations

• Application security suite integrations

• Container platform integrations

Black Duck CLI

Black Duck API

SPDX integration

Most Black Duck integrations are provided as 

open source integrations under the Apache 2.0 

open source license.



DevSecOps environment for Cloud Native Projects

A microservice for each software module

Git project with independent development flow related to each microservice

Collaborative environment and full lifecycle of development (Git Flow)

Each microservice deployed as a single Kubernetes POD

Gitlab Pipelines resulting in a deploy strategy using Helm on GKE



DEMO environment

DEV

PRE

PROD



GitLab Pipeline Configuration



BlackDuck Policy Configuration



GitLab Pipeline execution



Black Duck DEMO



Black Duck DEMO



Black Duck DEMO



Black Duck DEMO



Black Duck DEMO



Black Duck DEMO



Black Duck DEMO



Is this world really imaginary?

https://www.goodfon.com/wallpaper/distant-fantastic-world.html

• You know all the projects that are using the library

• You know the precise version you are using in each project

• You know the path where you can find the library in each 

project

• Before the news goes public and it is known by all, you have 

received an email addressed only to you, as the owner of a 

project in which the Log4j library is present, with the details 

of the new vulnerability and the indications to remedy 

immediately.

We just need to make it happen!



THANK YOU


