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Informe de tendencias y ciberamenazas del segundo semestre de 2024 
Departamento de Cyber Threat Intelligence de NTT DATA Cybersecurity

Introduction

1.1. Report scope

1.2. Geographical and temporal scope of the report

This report  aims  to  provide  a detailed  and comprehensive  overview  of the  key trends,  
incidents,  and developments  in the  field  of Threat  Intelligence  during  the  second 
semester  of 2024. It  will  analyze emerging  threats  that  are reshaping  the  cybersecurity  
landscape,  the  Threat  Actors  that  have exhibited  significant  activity,  the  most  notable  
cyber  campaigns,  as well  as the  critical  vulnerabilities  identified  during  this  period . 
Additionally,  recurring  patterns  and future  trends  that  could  influence  risk mitigation  
strategies  will  be examined .

The scope of this  document  focuses  on Cyber Threat  Intelligence  (CTI) trends  from  a 
global  perspective,  allowing  readers  to  understand  how  threats  evolve  in an 
interconnected  manner  across different  geographical  and temporal  contexts .
The analysis  covers  events  and dynamics  observed  within  the  cyber  threat  ecosystem  
during  the  second semester  of 2024, from  July to  December . This period  has been 
marked  as a critical  interval  where  significant  events  and shifts  in  threat  behavior  have 
been identified .

| 4
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2. Global threat landscape

2.1 Geopolitics and Cybersecurity
The Cyber  Threat  Intelligence  department  at 
NTT DATA analyzed  the  increasing  intersection  
between  geopolitics  and cybersecurity  during  the  
second  semester  of  2024, highlighting  a world  
that  is increasingly  interconnected  and 
vulnerable  to  global  dynamics . Cyberspace has 
become  a strategic  domain  where  global  
tensions,  regional  conflicts,  and power  rivalries  
manifest  through  cyberattacks,  digital  espionage,  
and influence  campaigns .

During  this  period,  both  state  and non -state  
Threat  Actors  have intensified  their  operations,  
impacting  critical  infrastructure  and key strategic  
sectors . This report  provides  an in-depth  study  of  
three  key elements : global  threats  driven  by 
geopolitical  tensions,  the  main  Threat  Actors  
behind  these  operations,  and the  impact  of  these  
activities  on  specific  sectors .

Technological  advancements  have also 
transformed  this  landscape . Tools such as 
Artificial  Intelligence  (AI)  and the  Internet  of  
Things  (IoT)  have increased  the  complexity  of  
cyberattacks,  enabling  the  development  of  
adaptable  malware  and tailored  phishing  
campaigns .

Additionally,  Advanced  Persistent  Threats  
(APTs) have become  crucial  instruments  for  
espionage  and sabotage,  aiming  to  infiltrate  
critical  systems  while  evading  conventional  
security  strategies . At the  same  time,  supply  
chain  attacks  have proven  to  be particularly  
effective,  compromising  vendors  and spreading  
malware  through  legitimate  software  updates,  
affecting  entire  sectors  and emerging  as a critical  
threat  in 2024 (Xygeni, 2024).

Understanding  this  convergence  between  
geopolitics  and cybersecurity  is essential  for  
anticipating  risks and strengthening  defense  
strategies .

2.2 Geopolitics  and  key  actors
The global  situation  in the  second  semester  of  
2024 and its  projection  for  2025 are closely  tied  to  
geopolitics . In the  global  cyber  threat  landscape,  
it  is crucial  to  analyze how  these  geopolitical  
tensions  manifest  into  specific  conflicts . This 
section  presents  a classification  of  the  most  
relevant  geopolitical  conflicts  and their  
implications  in cyberspace .

ÅRussia and Ukraine: Cyber Warfare as an 
extension of the armed conflict

The conflict  between  Russia  and  Ukraine  
continues  to  be the  primary  stage  for  hybrid  
warfare,  where  cyberspace  amplifies  
conventional  military  operations . Russia is 
particularly  notable  for  its  use of  cyberspace  as a 
complement  to  its  military  strategies,  leveraging  
Threat  Actor  groups  such as Sandworm  and 
Fancy  Bear , which  have conducted  attacks  on  
Ukraine s energy  and transportation  
infrastructure  using  cutting -edge  technologies . 
These operations  have impacted  not  only  
Ukraine  but  also European  companies  and 
governments  (ENISA, 2024; CrowdStrike , 2024,  
Google  Threat  Analysis  Group , 2024) .

Additionally,  Ukraine  has enhanced  its  offensive  
cyber  capabilities  with  support  from  international  
allies. Malicious  groups  such as IT Army  of  
Ukraine  have launched  distributed  attacks  
against  Russian systems . This demonstrates  how  
cyberspace  has evolved  into  a force  multiplier  in 
modern  conflicts .

ÅIran  and  Saudi  Arabia : Cyberattacks  in  the  
Gulf

In the  Persian  Gulf , Iran  has deployed  malware  
to  infiltrate  Saudi Arabia s energy  infrastructure,  
disrupting  critical  operations  in the  oil  and gas 
industry . These attacks  are characterized  by their  
destructive  potential,  targeting  both  operational  
systems  and critical  data,  demonstrating  the  
strategic  use of  cyberspace  as an extension  of  
the  political  and  military  conflict  in the  region  
(CrowdStrike , 2024).

Regarding  Saudi Arabia,  the  country  has 
strengthened  its  cybersecurity  infrastructure  
through  global  alliances  and the  enhancement  of  
domestic  capabilities . This effort  aims to  protect  
critical  sectors  from  sophisticated  cyber  threats  
that  impact  both  energy  stability  and the  
country s global  reputation  as a reliable  resource  
provider  (International  Telecommunication  
Union , 2024).

https://mautic.xygeni.io/asset/12:report-sscs-retrospectpdf?stream=1
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
https://go.crowdstrike.com/rs/281-OBQ-266/images/GlobalThreatReport2024.pdf
https://cloud.google.com/blog/topics/threat-intelligence/apt44-unearthing-sandworm/
https://go.crowdstrike.com/rs/281-OBQ-266/images/GlobalThreatReport2024.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/GCIv5/2401416_1b_Global-Cybersecurity-Index-E.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/GCIv5/2401416_1b_Global-Cybersecurity-Index-E.pdf
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ÅNorth  Korea  and  South  Korea : Finance  and  
espionage

North  Korea  maintains  strategic  ties with  China 
to  sustain  its  regime  through  cyberattacks . These 
include  operations  by the  Threat  Actor  group  
Lazarus , which  has been  linked  to  attacks  on  
cryptocurrency  exchanges  and banks  worldwide,  
stealing  large  sums  through  sophisticated  
methods  such as backdoor  implants  in software  
and targeted  attacks  on  global  financial  
networks . (JPCERT, 2024).

South  Korea, on  the  other  hand,  has increased  its  
cybersecurity  investments,  focusing  on  Artificial  
Intelligence  (AI) technologies  for  early  threat  
detection  and mitigation . These strategies  
include  the  implementation  of  advanced  
surveillance  tools  and global  cooperation  with  
allies to  counter  cross-border  cyber  threats  (LISA 

Institute, 2024).

ÅIsrael  and  Gaza: Cybersecurity  operations  in  
an  asymmetric  conflict

The conflict  between  these  two  entities  has 
intensified  the  use of  cyberattacks . Iran -backed  
organizations,  such as the  Threat  Actor  group  
APT33, have conducted  disinformation  and 
sabotage  campaigns  targeting  Israeli  financial  
and government  entities  (MITRE ATT&CK, 2024). 
These campaigns  aim  to  undermine  Israel s 
internal  stability  by disrupting  critical  services 
and spreading  propaganda . However,  Israel s 
defensive  capabilities  have enabled  both  the  
protection  of  its  infrastructure  and the  execution  
of  counteroffensive  operations  to  mitigate  
threats  posed  by these  Threat  Actors . These 
operations  highlight  the  evolution  of  
cyberattacks,  which  have become  essential  
instruments  in modern  conflicts,  impacting  both  
the  global  economy  and public  perception  
worldwide .

ÅUS and  China : Digital  empire  and  cyber  
espionage

This conflict  represents  the  struggle  for  
technological  dominance  within  the  G20, led  by 
the  U.S., against  the  rise  of  China, a key BRICS 
member  that  has intensified  its  cyber  espionage  
operations . Threat  Actor  groups  such as APT41 
have been  actively  engaged  in intellectual  
property  theft  and infiltration  of  US 
telecommunications  networks  (CISA, 2024; 
Mandiant , 2024). In response,  the  U.S. has 
established  advanced  cyber  defense  capabilities,  
imposing  sanctions  on  Chinese companies  and 
collaborating  with  allies to  counter  these  threats . 
Additionally,  agencies such as CISA and NSA have 
led initiatives  to  detect  and mitigate  risks, 
including  phishing  campaigns  and other  
cyberattacks  (CrowdStrike , 2024; ENISA, 2024).

2.3 Impact  on  specific  sectors

NTT DATA's  Cyber  Threat  Intelligence  
Department  has identified  an evolution  in the  
most  affected  sectors  in the  second  half  of  2024. 

During  the  second  semester  of  2024, the  most  
targeted  sectors  included  professional  services, 
government,  and finance . However,  the  latest  
global  threat  analysis  reveals  a significant  shift  in 
the  distribution  of  cyberattacks . (ENISA, 2024; 
Verizon  DBIR, 2024; CrowdStrike,  2024)

This new attack  distribution  reflects  the  strong  
influence  of  geopolitical  tensions,  primarily  
targeting  strategic  sectors  and economically  
significant  or  conflict -affected  countries . 
However,  the  impact  was not  uniformly  
distributed,  as some  sectors  experienced  greater  
disruption  than  others :

This conflict  highlights  how  cyberspace  amplifies  
regional  tensions  and has the  potential  to  
destabilize  key markets,  such as the  energy  
sector .

With  1,876 recorded  attacks,  government  
agencies and public  sector  entities  face constant  
cyber  threats,  often  originating  from  nation -state  
Threat  Actors  seeking  strategic  advantages,  or  
hacktivists  driven  by ideological  motives . The 
vast volume  of  citizen  data  and the  critical  
infrastructure  managed  by these  organizations  
make  them  high -priority  targets .

ÅPublic  Administration  and  Government

https://blogs.jpcert.or.jp/en/2024/02/lazarus_pypi.html
https://www.lisainstitute.com/blogs/blog/lista-10-riesgos-geopoliticos-tendencias-seguridad-2019-2025
https://www.lisainstitute.com/blogs/blog/lista-10-riesgos-geopoliticos-tendencias-seguridad-2019-2025
https://attack.mitre.org/groups/G0064/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-270a
https://www.mandiant.com/resources/blog/chinese-vmware-exploitation-since-2021
https://go.crowdstrike.com/rs/281-OBQ-266/images/GlobalThreatReport2024.pdf
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
https://www.verizon.com/business/resources/reports/dbir/
https://go.crowdstrike.com/rs/281-OBQ-266/images/GlobalThreatReport2024.pdf
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ÅEducation

With  1,440 recorded  attacks,  educational  
institutions,  particularly  universities,  are 
increasingly  targeted  due  to  their  intellectual  
property,  personal  data,  and operational  
vulnerabilities . Threat  Actors  often  aim  to  disrupt  
operations  or  monetize  stolen  data  on  the  dark  
web .

ÅFinancial  Services

The financial  services sector,  with  658 recorded  
attacks,  consistently  ranks  among  the  most  
targeted  industries  due  to  its  access to  funds  and 
sensitive  customer  data . In 2024, cybercriminals  
have employed  sophisticated  tactics  and 
exploited  multiple  internal  vulnerabilities .

ÅInformation  Technology  (IT)

With  795 recorded  attacks,  this  sector  is a prime  
target  for  Threat  Actors  looking  to  exploit  
technological  resources . In 2024, 22% of  global  
data  breaches  in this  industry  were  linked  to  
malware  and phishing  attacks .

ÅEnergy

Attacks  on  this  sector  primarily  targeted  
Advanced  Persistent  Threats  (APTs) against  
power  grids  and oil  systems, reflecting  a 
strategic  approach  driven  by global  geopolitical  
tensions .

Table 1  | Most affected sectors by cyberattacks in the second semester of 2024 .

Most affected sectors from July to December 2024

Continuing  with  the  impact  distribution,  not  only  
is there  a clear variation  across sectors,  but  a 
marked  trend  can also be identified  in specific  
countries  that  have experienced  a higher  volume  
of  cyberattacks  during  this  last  semester  of  the  
year:

ÅUnited  States

With  2,984 recorded  attacks,  the  US tops  the  list  
of  most  affected  countries,  reflecting  its  strategic  
and economic  significance .
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ÅIndia

It  recorded  2,069 attacks,  driven  by its  rapid  
digitalization  and technological  expansion,  with  
IoT and 5G being  its  critical  vulnerability  points .

ÅIsrael  and  Ukraine

With  1,465 and 1,201 recorded  attacks,  
respectively,  both  countries  faced  threats  linked  
to  regional  conflicts,  including  cyber  espionage  
and infrastructure  sabotage .

ÅIndonesia

Among  the  763 recorded  attacks,  the  country  
experienced  a significant  cyberattack  targeting  
its  national  data  center , highlighting  
vulnerabilities  in emerging  economies .

Distribution  of cyberattacks  by country  from  July to  December  2024

Figure  1 | Country -wise distribution of cyberattack impact in th e second semester of 2024 . 

© 2025 NTT DATA, Inc. | 9
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3. Major global threats
The cyber  threats  of  the  second  semester  of  2024 
reflect  a constantly  evolving  landscape,  
characterized  by increasing  sophistication  and 
the  interconnection  of  risks across multiple  
domains . Technological  advancements,  
vulnerabilities  in critical  infrastructure,  and 
challenges  related  to  digital  trust  and identity  
have created  a diverse  and more  complex  threat  
environment,  making  it  increasingly  difficult  to  
manage .

From the  Cyber  Threat  Intelligence  
department  at  NTT DATA, we have analyzed  
these  threats  to  identify  key patterns,  which  
have been  classified  into  five  thematic  clusters : 
Technology,  Infrastructure,  Identity  & Trust,  
APTs, and  Emerging  Threats . This 
categorization  not  only  enhances  a deeper  
understanding  of  current  risks but  also provides  
a strategic  perspective  to  anticipate  the  trends  
shaping  the  cyber  landscape  in 2025.

Figure   2| Diagram illustrating the connections between major cyber threats in 2024 and their organization into 
thematic clusters: Technology, Infrastructure, Identity & Trust, APTs, and Emerging Threats.

The second  semester  of  2024 reinforced  the  
convergence  of  threats  around  advanced  
technologies,  such as AI and IoT, alongside  an 
increase  in the  use of  social engineering  tactics  
and supply  chain  vulnerabilities . This analysis  
underscores  that,  by 2025, focusing  on  the  
interconnection  of  these  threats  will  be essential  
for  managing  an increasingly  complex  
cyberspace .

from  the  first  half  of  the  year. This period  was 
characterized  by a rise  in attack  sophistication,  
the  emergence  of  new malicious  tactics  and 
tools,  and a widespread  impact  across key 
sectors,  ranging  from  critical  infrastructure  to  
private  enterprises  and individual  users.

The following  events  are chronologically  
organized  to  highlight  their  evolution  and impact  
throughout  the  period :

3.1 Major cyber incidents and/or 
campaigns

The second  semester  of  2024 saw a significant  
increase  in the  number  and scale of  cyber  
incidents  worldwide,  surpassing  the  records
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Table   2 |  Major cybersecurity incidents in the second semester of 2024.  

Company, Technology, 
and/or Government 

Affected
Attacker

Affected 
Country

ƣƣċĦťĲƖќƚШ9ŸƨŰƣƖǃIncident Date URL

Prudential Financial Alphy Ransomware USA Unknown 07/01/2024 Source

CrowdStrike Unknown Global Unknown 07/19/2024 Source

Critical Infrastructure, 
Government, Universities, 

IT Companies, and 
Hospitals

Earth Baku Global China 08/13/2024 Source

Internet Archive attack
Pro-Palestinian 

Hacktivists
Global Unknown 09/04/2024 Source

American Water Unknown USA Unknown 10/07/2024 Source

Schneider Electric Hellcat Global Unknown 11/03/2024 Source

Nokia IntelBroker Global Unknown 11/04/2024 Source

US Telecommunications 
Companies (Verizon & 

AT&T)
Salt Typhoon USA China 11/10/2024 Source

Equinox LockBit USA Russia 11/20/2024 Source

Costa Rican Petroleum 
Refinery (RECOPE)

Unknown Costa Rica Presumably Russia 12/02/2024 Source

Public Administration and 
Critical Infrastructure

Storm-2077 USA Presumably China 12/06/2024 Source

3.2 Emerging attack trends
As we approach  2025, the  cybersecurity  
landscape  is becoming  increasingly  complex  and 
dynamic,  driven  by rapid  technological  
advancements . Threat  Actors  are expanding  
their  capabilities  at an unprecedented  pace, 
broadening  the  threat  landscape  and 
challenging  organizations  to  anticipate  and 
adapt  to  this  constantly  evolving  environment .

3.2.1 AI -Generated  at tacks

In the  coming  year,  cybercriminals  are expected  
to  continue  rapidly  adopting  AI-based tools  to  
enhance  and streamline  their  operations  across 
various  attack  lifecycle  phases. The use of  AI and 
Large  Language  Models  (LLMs) is anticipated  to  
persist  in developing  and scaling  phishing,

vishing,  SMS-based scams, and other  more  
sophisticated  and persuasive  social engineering  
attacks . Additionally,  Threat  Actors  are expected  
to  leverage  deepfakes  for  identity  theft,  fraud,  
and bypassing  Know Your Customer  (KYC) 
security  requirements . Furthermore,  an increase  
in demand  for  LLMs without  security  restrictions  
is projected  in underground  forums,  allowing  
malicious  actors  to  explore  illicit  topics  without  
ethical  constraints . As AI capabilities  continue  to  
expand  and become  more  accessible throughout  
2025, organizations  will  face greater  challenges  
in defending  against  these  more  frequent  and 
effective  attacks .

3.2.2 Ransomware  at tacks : Automat ion  and  
strategic  targets

Ransomware and data theft extortion are, and 
will continue to be in 2025, the most disruptive 
forms of cybercrime worldwide.

https://www.bleepingcomputer.com/news/security/prudential-financial-now-says-25-million-impacted-by-data-breach/
https://www.csa.gov.sg/alerts-and-advisories/alerts/al-2024-091
https://www.trendmicro.com/en_us/research/24/h/earth-baku-latest-campaign.html?&web_view=true
https://www.bleepingcomputer.com/news/security/internet-archive-hacked-data-breach-impacts-31-million-users/
https://www.techtarget.com/whatis/feature/The-American-Water-cyberattack-Explaining-how-it-happened
https://www.sangfor.com/blog/cybersecurity/schneider-electric-data-breach-hellcat-ransomware-gang
https://www.incibe.es/incibe-cert/publicaciones/bitacora-de-seguridad/fuga-de-datos-y-de-codigo-fuente-de-nokia
https://www.reuters.com/technology/cybersecurity/chinese-salt-typhoon-cyberespionage-targets-att-networks-secure-carrier-says-2024-12-29/
https://www.theregister.com/2024/11/20/equinox_patients_employees_data/
https://therecord.media/costa-rica-state-energy-company-ransomware
https://www.theregister.com/2024/12/06/chinese_cyberspy_us_data/
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Their  impact  is not  only  measured  by the  volume  
of  attacks,  but  also by the  potential  damage  each 
incident  can trigger . These operations  are 
characterized  by their  ability  to  amplify  damage  
far  beyond  the  initial  victim,  creating  cascading  
effects  across communities  and entire  sectors . 

In 2024, major  ransomware  attacks  targeted  the  
healthcare  sector,  negatively  impacting  patient  
care in hospitals,  preventing  access to  medical  
prescriptions,  and hindering  doctors  from  
conducting  vital  laboratory  tests  or  billing  
insurance  companies . 

Ransomware  and extortion  operations  in 2024 
affected  over  100 countries  and all industries . 
The number  of  Dedicated  Leak Sites (DLS) 
doubled  in 2024 compared  to  2023, and the  
emergence  of  multiple  Ransomware -as-a-Service 
(RaaS) offerings  highlights  the  thriving  and 
prolific  nature  of  the  ransomware  and extortion  
threat  landscape .

3.2.3 Infostealer  attacks : A Gateway  to  high -
impact  data  breaches

Infostealers,  while  not  a new threat,  have 
evolved  into  an increasingly  sophisticated  and 
effective  tool  within  the  arsenal  of  Threat  Actors . 
Throughout  2024, these  tools  were  used to  mass-
harvest  stolen  credentials,  enabling  deep  
infiltrations  into  organizations  and leading  to  
high -impact  intrusions .

The most  alarming  aspect  is the  ease with  which  
these  credentials  are available  on  underground  
markets,  allowing  even low-skilled  actors  to  
execute  effective  cyberattacks,  significantly  
amplifying  their  disruptive  potential .

This trend  is expected  to  continue  in 2025, with  
infostealers  remaining  the  primary  vector  for  
stolen  credential  acquisition .

Their  impact  will  be particularly  pronounced  in 
environments  lacking  multi -factor  authentication  
(MFA), leaving  many  organizations  vulnerable  to  
severe data  breaches .

Additionally,  infostealer  malware  has become  
more  sophisticated  in recent  years, incorporating  
anti -evasion  techniques  and capabilities  to  
bypass Endpoint  Detection  and Response (EDR) 
solutions,  making  them  an even more  formidable  
challenge  in the  evolving  cyber  threat  landscape .

3.2.4 Commoditization  of  cyberattack  tools

In 2025, organizations  will  continue  to  face a 
threat  landscape  where  the  barriers  to  entry  for  
state -sponsored  actors  and less sophisticated  
cybercriminals  will  continue  to  decrease . The 
proliferation  of  attack  tools,  phishing  kits,  and 
"as -a-service"  resources  with  advanced  
capabilities  will  enable  low -skilled  Threat  Actors  
and new entrants  to  execute  operations  more  
efficiently  and with  greater  proficiency .

This professionalization  of  cybercriminal  services 
will  broaden  the  threat  landscape  and complicate  
mitigation  efforts . Additionally,  the  use of  
Generative  Artificial  Intelligence  (AI) in various  
attack  phases will  increase  the  efficiency  and 
adaptability  of  Threat  Actors  against  current  
cybersecurity  defenses .

© 2025 NTT DATA, Inc. | 13
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3.3 Global statistics on security 
incidents, attack types, and involved 
Threat Actors

From the  Cyber  Threat  Intelligence  
Department  at  NTT DATA, it  was determined  
that  during  the  first  half  of  2024, cyberattacks  
increased  both  in volume  and scope, with  a 
significant  surge  in ransomware  activity . 
Although  defensive  measures  have  improved  
in  mitigating  ransom  payments , the  number  
of  confirmed  ransom  payments  continues  to  
rise , driven  by the  growing  frequency  and scale 
of  cyberattacks . This trend  has exerted  additional  
pressure  on  global  cybersecurity  costs, 
maintaining  the  economic  and operational  
impact  at critical  levels (CTI Trends  Report,  First  
Half  of  2024 - NTT DATA, 2024).

During  the  second  half  of  the  year,  the  
proliferation  of  Ransomware -as-a-Service  
(RaaS) offerings  and  supply  chain  attacks  led  
to  a 39% increase  in reported  incidents . Sectors  
such  as healthcare,  education,  government,  
SMEs, and  finance  were  among  the  most  
impacted   (Acronis,  2024; IOCTA - Europol ; 2024; 
ENISA, 2024). 

ÅDark  Web  activity

ÅRansomware

The United  States remained  the  primary  target  
for  ransomware  attacks,  accounting  for  54.12% 
of  all  recorded  incidents  worldwide . During  the  
second  half  of  2024, ransomware  attacks  surged  
by 15% in July and an additional  18% in 
September,  solidifying  ransomware  as the  
dominant  cyber  threat . Additionally,  the  
manufacturing  sector  was particularly  affected,  
concentrating  18.26% of  all  ransomware  activity . 

ÅTop  ransomware  groups

The key ransomware  threat  groups  that  
dominated  the  2024 landscape  were  
RansomHub  (9.45%), Play  Ransomware  Group  
(6.91%), and Lockbit  (6.96%). These threat  
groups  exploited  vulnerabilities  in critical  sectors,  
causing  widespread  damage .

ÅPhishing  attacks

The United  States experienced  the  highest  
proportion  of  phishing  attacks  worldwide,  
accounting  for  34.89%, followed  by Singapore  
(15.89%) and the  United  Kingdom  (3.06%). These 
statistics  highlight  the  regional  concentration  of  
phishing  campaigns . Phishing  attacks  increased  
by 12% in August  but  stabilized  in October,  
particularly  targeting  the  banking  and healthcare  
sectors .

ÅDenial  of  Service  (DoS)

These activities  were  primarily  focused  on  the  
sale of  compromised  data  and unauthorized  
access credentials,  highlighting  the  expanding  
threat  landscape  within  underground  forums .

© 2025 NTT DATA, Inc. | 14

Among  the  key statistics  and trends  observed  
during  the  second  half  of  2024, we can identify :

During  the  second  half  of  2024, approximately  
2,126 Threat  Actors  were  active  on  the  Dark  Web, 
collectively  generating  around  18,537 posts . 

Increased  by 20% between  September  and 
October,  particularly  impacting  public  
administrations .

https://www.acronis.com/
https://www.europol.europa.eu/
https://www.enisa.europa.eu/publications
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3.4 Costs of cyberattacks for 
businesses

Since the  beginning  of  2024, cybersecurity -
related  costs have seen an estimated  35% 
increase , with  projections  reaching  up  to  40% 
during  critical  campaigns  such as the  holiday  
season . This increase  reflects  not  only  the  
higher  volume  of  cyberattacks  but  also the  
financial  impact  of  maintaining  resilience  
against  emerging  attack  vectors . For example,  
the  adoption  of  emerging  technologies  in 
business  environments,  such as the  Metaverse  
and the  integration  of  OT and  IoT systems , has 
led  to  a 40% rise  in  containment  costs  for  
companies  implementing  these  tools,  compared  
to  those  that  do  not  (Gartner,  2024; IT User 
Cybersecurity,  2024; WEForum, 2024).

In this  context,  the  economic  impact  of  
cyberattacks  follows  a pattern  of  sustained  
growth,  also accumulating  the  effects  of  global  
events  such as the  digital  acceleration  during  the  
pandemic,  the  rise  of  new technologies,  and the  
evolution  of  cyber  threats .

Estimated percentage increase in attacks by category for the second half of 
2024.

Figure  3 | Percentage increase in the number of attacks by category compared to the first half of 2024.  

ÅThe percentage  increase  during  the  second  half  
of  2024 highlights  the  operational  
intensification  of  Threat  Actors  and the  
diversification  of  their  objectives .

ÅThe increase  in ransomware,  phishing,  and 
deepfakes  indicates  a stronger  focus  on  
methods  that  combine  mass reach  with  direct  
economic  impact .

ÅOn the  other  hand,  the  increase  in DoS attacks  
and data  breaches  demonstrates  a systematic  
focus  on  disrupting  critical  services and 
compromising  sensitive  information .

ÅThe most  impacted  sectors  are healthcare,  
manufacturing,  and financial  services, where  
structural  weaknesses and the  need  for  
interconnected  devices amplify  the  impact  of  
these  incidents .

ÅThe increase  in the  frequency  and complexity  of  
cyberattacks  presents  significant  challenges  in 
mitigation  costs. This scenario  pressures  
organizations  to  invest  in more  robust  
cybersecurity  solutions,  which  is expected  to  
increase  annual  cybersecurity  budgets  by  
20% to  30% by  2025. 

(Cybersecurity  Magazine,  2024; Kaspersky, 2024; 
Silicon Week, 2024; T21, 2024).

https://www.datacenterdynamics.com/es/noticias/gartner-anuncia-las-principales-tendencias-de-ciberseguridad-para-2024/
https://www.ituser.es/seguridad/2023/11/la-ciberseguridad-de-2024-vendra-marcada-por-nuevas-vulnerabilidades-y-la-ia-como-amenaza
https://www.ituser.es/seguridad/2023/11/la-ciberseguridad-de-2024-vendra-marcada-por-nuevas-vulnerabilidades-y-la-ia-como-amenaza
https://www.weforum.org/
https://www.revistaciberseguridad.com/2024/05/el-indice-de-ataques-de-ransomware-desciende-ligeramente-pero-los-costes-de-recuperacion-alcanzan-los-273-millones-de-dolares/
https://www.kaspersky.es/about/press-releases/kaspersky-bloquea-mas-de-664-millones-de-ciberataques-en-el-segundo-trimestre-de-2024
https://www.siliconweek.com/security/security-management/ataques-de-ransomware-crecen-mas-de-4-durante-el-primer-semestre-del-2024-110192
https://t21.pe/sector-atacado-cibercriminales-2024
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Therefore,  by analyzing  the  growth  from  2020 to  
the  last  semester  of  2024, we can understand  
how  certain  events  and technologies  have led  to  
a gradual  increase  in  sanctions , ransom  
payments , business  disruptions , and 
cybersecurity  reinforcement  efforts .

Annual evolution of estimated cybersecurity costs from 2020 to 2024.

Figure  4 | Comparative annual evolution of estimated cybersecurity costs (2024 -2024) breakdown 
by sanctions, ransoms, business disruptions, and cybersecurity reinforcement.

This historical  perspective  not  only  allows  us to  
visualize  clear trends  but  also provides  a solid  
foundation  for  assessing the  challenges  of  2024, 
a year marked  by the  consolidation  of  emerging  
attack  vectors  and the  increasing  financial  impact  
associated  with  them .

© 2025 NTT DATA, Inc. | 16
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4. Legal framework and 
cybersecurity arrests
From the  Cyber  Threat  Intelligence  
Department  at  NTT DATA, it  is considered  
essential  to  analyze the  security  measures  
implemented,  the  laws passed within  the  realm  
of  cybersecurity,  and the  arrests  made  by law 
enforcement  agencies  worldwide  in the  second  
half  of  2024.

This analysis  evaluates  the  commitment  of  
countries  to  regulating  and controlling  current  
and emerging  technologies,  as well  as their  
responsible  application . Furthermore,  it  reflects  
the  joint  efforts  of  legislative,  judicial,  and 
defense  bodies  to  address  corporate  security  
breaches  and combat  illegal  activities  in 
cyberspace .

Figure   5 | Trend of law approvals since 2020 and estimation for 2025.  

4.1 Key cybersecurity laws
Regarding  Applicable  Cybersecurity  
Legislation , there  has been  a global  escalation  
in the  creation  of  laws,  regulations,  directives , 
and applicable  legislation , primarily  focused  on  
the  regulation  of  current  technologies,  with  
some  interest  in regulating  the  use of  other  
emerging  technologies  that  are gaining  
significant  presence  in the  market .

In this  context,  the  growing  need  for  
cybersecurity  legislation  and regulation  of  
emerging  technologies  is evident . This is 
reflected  in the  steady  increase  in the  number  of  
legal  documents  that  have been  passed globally  
since 2020, with  an upward  trend  (ITU, 2024; WE 
Forum,  2024; Enisa, 2024): 

Annual evolution of total cybersecurity laws passed (2020  2024)
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https://www.itu.int/en/ITU-D/Cybersecurity/pages/global-cybersecurity-index.aspx
https://everisgroup-my.sharepoint.com/personal/cbarriba_emeal_nttdata_com/Documents/Escritorio/:%20World%20Economic%20Forum%20-%20Cybersecurity
https://everisgroup-my.sharepoint.com/personal/cbarriba_emeal_nttdata_com/Documents/Escritorio/:%20World%20Economic%20Forum%20-%20Cybersecurity
https://www.enisa.europa.eu/
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Regarding  the  approval  of  legislation  in the  
second  half  of  2024,

the  following  legal  documents  were  approved,  
including :

Table   3 |  Laws approved in the second semester of 2024.

Continent Law Institution Reference

Asia Cybersecurity Master Plan for 
Operational Technology

Singapore Government CSA

Europe *

Network and Information Security 
Directive 2 (NIS2)

European Union European Parliament

Digital Operational Resilience Regulation 
(DORA)

European Union EIOPA

Oceania Cyber Security Bill Australian Government Australian Parliament

*  In the context of European legislation,  two key aspects stand out: On one hand, the NIS2 Directive  has begun to be directly 
implemented after  the transposition  deadline was surpassed, even in countries like Spain that  have not completed this process. On the 
other hand, while the DORA Regulation  was not applicable during  the second half  of 2024, it came into effect on January 17, 2025, 
with a significant  impact  not only on financial  entities but  also on IT service providers that  support  them.

4.2 Key arrests in the field of 
cybersecurity

The second  half  of  2024 has been  a period  of  
activity  for  both  cybercriminal  organizations  and 
law  enforcement  agencies worldwide . This 
period  has been  marked  by several  arrests  and 
dismantling  of  some  of  the  most  active  and 
dangerous  cybercriminal  groups  responsible  for  
a high  incidence  of  attacks  in previous  months . 
According  to  gathered  data,  international  law  
enforcement  interventions  have shown  a 
significant  increase  in both  frequency  and scope 
(Europol,  2024; Interpol,  2024).

In the  case of  LockBit,  Operation  Cronos , led  by 
the  UK s National  Crime  Agency (NCA) in 
collaboration  with  the  FBI, Europol,  and the  
Spanish Civil Guard , dismantled  a significant  
portion  of  the  group s infrastructure  through  key 
arrests,  including  the  capture  of  a primary  
operator  in Spain. This operation,  with  its  final  
phase  carried  out  in October  2024, significantly  
weakened  global  ransomware  attacks  (Ministerio  
del Interior,  2024).

© 2025 NTT DATA, Inc. | 19

https://www.csa.gov.sg/Tips-Resource/publications/2024/operational-technology-cybersecurity-masterplan-2024
https://www.eiopa.europa.eu/digital-operational-resilience-act-dora_en
https://www.europol.europa.eu/
https://www.interpol.int/Crimes/Cybercrime
https://www.interior.gob.es/opencms/gl/detalle/articulo/Detenido-en-Espana-uno-de-los-principales-encargados-de-la-infraestructura-del-ransomware-Lockbit-3.0
https://www.interior.gob.es/opencms/gl/detalle/articulo/Detenido-en-Espana-uno-de-los-principales-encargados-de-la-infraestructura-del-ransomware-Lockbit-3.0
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Despite  these  successes, there  is a "dark  side"  to  
these  interventions . A clear  example  is the  
reaction  following  the  arrest  of  three  members  
of  the  Russian hacktivist  group  Noname 057(16) 
in Spain, as part  of  a joint  operation  between  the  
Civil Guard,  Interpol,  and Europol .  Although  this  
action  weakened  their  activities  to  some  extent,  
the  group  issued public  threats  via their  
Telegram  channel  and soon  after  launched  
DDoS attacks  aimed  at government  websites  and

Operation Threat Actor group Law Enforcement and 
Security Forces

References

CRONOS LockBit

NCA (United Kingdom)

FBI (USA)

Europol

Civil Guard (Spain)

Eurojust

Local Agencies of Poland and Ukraine

Europol Cybercrime Operations

Interpol

Europol

Europol

Europol

Operation Synergy II Various (Europe, South Sudan, 
Zimbabwe)

Europol

Interpol

Local Agencies of several countries

Interpol

Unnamed NoName057(16)

Civil Guard (Spain)

Interpol

Europol

INCIBE

Table   4 |  Main cybercrime gang takedown operations carried out in 2024.

critical  services in Spain, causing  significant  
disruptions .

These reprisals  highlight  how  arrests  can, in 
some  cases, trigger  an escalation  in 
cybercriminal  activities . This underscores  the  
importance  of  not  only  successfully  carrying  out  
these  operations  but  also preparing  robust  cyber  
defenses  to  mitigate  the  potential  consequences .

© 2025 NTT DATA, Inc. | 20

https://www.europol.europa.eu/
https://www.europol.europa.eu/media-press/newsroom/news/288-dark-web-vendors-arrested-in-major-marketplace-seizure
https://www.europol.europa.eu/media-press/newsroom/news/law-enforcement-disrupt-worlds-biggest-ransomware-operation
https://www.europol.europa.eu/media-press/newsroom/news/new-measures-issued-against-lockbit
https://www.interpol.int/News-and-Events/News/2024/INTERPOL-cyber-operation-takes-down-22-000-malicious-IP-addresses
https://www.incibe.es/incibe-cert/publicaciones/bitacora-de-seguridad/la-guardia-civil-detiene-tres-hacktivistas-prorrusos-del-grupo
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Illustrations 1 and 2 |  Messages from the Telegram channel of the NoName057(16) group about their successful 
attacks on Spanish websites.

© 2025 NTT DATA, Inc. | 21
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Main publications on the Dark Web

Figure  6 | Main categories of publications on the Dark Web in the second half of 2024.  

5. Dark Web Insights
In the  second  half  of  2024, numerous  activities  
took  place on  the  Dark  Web, highlighting  its  role  
as a hub  for  cybercriminal  activity . In total,  NTT 
DATA s Cyber  Threat  Intelligence  Department  
detected  more  tan  10,352 incidents  on the  
Dark  Web, ranging  from  large -scale data  
breaches  to  the  sale of  information .

During  the  second  half  of  2024, following  
revelations  related  to  data  breaches  (44.59%), it  
was identified  that  the  second  most  common  
category  of  posts  on  the  Dark  Web, according  to  
the  analysis  conducted  by NTT DATA, consisted  
of  advertisements  related  to  the  sale (41.15%), 
promotion,  and distribution  of  malware . This 
environment  shows  a constant  emergence  of  
new strains  of  malware,  which  can be sold  at 
fixed  prices  or  auctioned  to  the  highest  bidder,

or  distributed  for  free  as open -source  tools,  
available  to  any malicious  actor .

The third  most  prominent  category  of  posts  on  
the  Dark  Web, according  to  NTT DATA, is related  
to  access to  services (12.62%). This type  of  
content  includes  the  sale or  direct  exchange  of  
access to  compromised  systems, networks,  or  
databases,  enabling  their  exploitation  by other  
malicious  actors .  The presence  of  such posts  is 
particularly  alarming  given  their  potential  to  
amplify  cyber  threats  and further  facilitate  
malicious  activities .

At the  bottom  of  the  list  are posts  regarding  new 
partnerships  or  cooperation  between  malicious  
actors  (1.17%), the  purchase  of  information  
(0.41%), and those  that  disclose  the  target  of  the  
attack  (0.06%).
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Underground sales platforms

Figure  7 | Main underground selling platforms identified in the second half of 2024.  

During  the  evaluated  semester,  underground  
forums  have continued  to  play  a critical  role  as 
operation  centers  for  cybercriminals,  facilitating  
the  purchase,  sale, and coordination  of  resources  
for  cyberattacks . In this  context,  Breach  Forums  
stood  out  significantly,  recording  over  2,000 
associated  incidents . It  was followed  by Exploit  
Forum , with  500 incidents,  and Xss Forum , with  
300 incidents .

These platforms  not  only  provide  access 
credentials  but  also offer  a variety  of  tools  and 
services necessary  for  carrying  out  effective  
cyberattacks . This environment  has given  rise  to  
a flourishing  market  that  facilitates  cybercrime  in 
a coordinated  manner,  presenting  a significant  
challenge  for  cybersecurity .

Malicious  actors  often  begin  their  operations  by 
infiltrating  the  systems  of  external  providers,  
thereby  gaining  access to  the  target  
organization s infrastructure  and sensitive  data . 
Notable  examples  of  this  tactic  include  
significant  data  breaches  that  occurred  in 2024, 
such as the  case where  attackers  accessed 
Ticketmaster's  Snowflake  cloud  account  
through  external  contractors .

.

Another  prominent  malicious  actor  during  this  
period  was IntelBroker , which  employed  similar  
methodologies  to  infiltrate  major  corporate  
entities,  including  Nokia,  Ford, and multiple  
Cisco clients,  among  which  is Microsoft .

On the  other  hand,  in 2024, there  has been  a 
notable  increase  in cybercriminal  activities  on  
the  Telegram  platform . However,  it  is projected  
that  the  underground  community  could  migrate

back to  the  Dark  Web  forums , partly  due  to  the  
strict  bans imposed  on  Telegram  by its  
administrators . This migration  will  likely  intensify  
competition  among  Dark  Web  forums . To 
attract  new users and differentiate  themselves,  
forum  operators  may  implement  innovations  
such as automated  escrow  services , more  
efficient  dispute  resolution  processes,  and  
improvements  in  security  and  anonymity , 
setting  a new standard  in the  underground  
market .

Continuous  monitoring  of  these  forums  is 
essential  for  organizations  to  maintain  a 
proactive  stance  against  emerging  threats . This 
active  surveillance  is crucial  for  preventing  
incidents  before  they  occur,  thereby  
strengthening  defense  strategies  and risk  
mitigation  in the  cybersecurity  landscape .
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In  2024, the  cyber landscape  has been marked  by a complex  network  of  
malicious  actors  who  have stood  out  not  only  for  the  volume  of  their  
attacks  but  also for  their  innovative  tactics  and global  impact . This report  
identifies  the  key actors  of  the  year, providing  a strategic  overview  of  their  
methods,  motivations,  and recent  attacks  to help  organizations  strengthen  
their  defenses  against  these threats .

The Cyber Threat  Intelligence  team  at NTT DATA analyzed  incidents,  
industry  reports,  and activities  on the  Dark  Web to identify  new and most  
critical  malicious  groups .

Threat Actors
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6.1 Emerging Threat Actors

ÅMad  Liberator  Blog

Mad  Liberator  Blog  is a Dark  Web  extortion  
blog , classified  as a "name -and-shame"  site,  
allegedly  operated  by the  Mad  Liberator  
Ransomware  Group . First  reported  on  July 12, 
2024, in open  sources,  the  blog  has already  listed  
nine  victims  from  various  industries  globally . 
The site,  written  entirely  in English,  is only  
accessible through  the  Tor  browser .

Illustration 3  | Mad Liberator  blog post.

According  to  information  published  by the  
malicious  actors,  the  group  is composed  of  
hackers  from  various  parts  of  the  world  and does 
not  identify  as an APT or  a hacktivist  group  with  
political  motivations . Their  extortion  strategy  is 
straightforward : they  threaten  companies  with  
listing  their  name  on  the  blog  if they  do  not  
respond  within  a day. They then  provide  a seven-
day deadline  before  publishing  the  stolen  files, 
and if the  ransom  is not  paid  within  five  days, 
they  promise  to  release  all  the  company s 
information .

ÅHelldown  Blog

In August  2024, the  Helldown  Blog  was 
launched,  an extortion  website  accessible via Tor, 
allegedly  operated  by the  Helldown  
Ransomware  Group . This blog  became  a key 
tool  for  their  ransomware  activities,  focusing  on  
extortion  and the  publication  of  stolen  data .

Between  August  5 and August  22, the  malicious  
group  posted  information  on  22 victims,  spread  
across countries  such as United  States, United  
Kingdom,  Poland,  Italy,  Austria,  Switzerland,  and 
Lebanon . The affected  companies  were  from  
sectors  including  Information  Technology  (IT), 
construction,  manufacturing,  real  estate,  and 
logistics .

The Helldown  Ransomware  operators  used Tox , 
an encrypted  communication  platform,  to  
coordinate  negotiations  and manage  their  illicit  
activities,  highlighting  their  sophisticated  
approach  to  anonymization  and evading  digital  
traces .

ÅValencia  Blog

In September  2024, Insikt  Group  observed  a 
new extortion  website  allegedly  operated  by the  
Valencia  Ransomware  Group . The extortion  
website  was active  for  a brief  period  at the  end of  
September  2024 and no  longer  exists . The 
malicious  actors  listed  their  Tox ID on  the  
extortion  blog  as the  primary  method  of  
communication .
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ÅHellCat  Blog  (HellCat  Ransomware)

which  has been  active  since October  2024. As of  
the  time  of  writing  this  article,  the  extortion  blog  
had three  victims :

Å College  of  Business  Education : A higher  
education  institution  dedicated  to  providing  
education  in business,  accounting,  
procurement,  and related  fields  in Tanzania.

Å Ministry  of  Education  of  Jordan : The 
government  authority  responsible  for  
overseeing  and managing  the  education  
system  in Jordan.

Å Schneider  Electric : A multinational  company  
headquartered  in France, specializing  in 
energy  management  and automation  
solutions .

Before  disconnecting,  the  extortion  blog  listed  
four  victims :

Å Grupo  Cortefiel : A Spanish company  
operating  in the  retail  and textile  sectors .

Å Duopharma  Biotech : A Malaysian  company  
operating  in the  manufacturing  and 
pharmaceutical  industries .

Å Satia  Industries  Ltd : An Indian  company  
operating  in the  manufacturing  industry .

Å Globe  Pharmaceuticals  Ltd : A Bangladeshi  
company  operating  in the  healthcare  sector .

The ransomware  group  used  a now -deleted  
social media  account  on  the  X platform  
(@valenciaLeaks72).

HellCat  Blog  is an extortion  blog  on  the  Dark  
Web, written  in English  and operated  by the  
Hellcat  Ransomware  Group,
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6.2 Ransomware groups

From the  Cyber  Threat  Intelligence  
Department  at  NTT DATA, a comprehensive  
analysis  was conducted  on  ransomware  activities  
during  the  second  half  of  2024, highlighting  a 
significant  increase  in these  attacks  led  by 
groups  such as LockBit  and RansomHub . This 
analysis  also examines  the  sectoral  impacts,  such 
as in education,  government,  and energy,  
showing  notable  increases  in attacks .

Figure 8  | Activity in the second half of 2024 by the 6 most active ransomware groups.  

In addition,  the  evolution  of  key ransomware  
malicious  groups  such as Black  Basta , Play , and 
emerging  threats  like  Valencia  Ransomware  
and MAD  LIBERATOR is analyzed , highlighting  
the  increasing  complexity  and global  reach  of  
ransomware  operations .

Below  is a chart  displaying  the  6 most  active  
ransomware  groups  during  this  period,  
illustrating  their  distribution  and emphasizing  
the  prominence  of  RansomHub  in the  threat  
landscape .
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ÅRansomHub  

First  detected  in February  2024, RansomHub  has 
quickly  gained  prominence  in the  ransomware  
landscape,  capitalizing  on  the  disruption  of  major  
players  like  ALPHV and LockBit . Likely rooted  in 
Russia and with  connections  to  former  ALPHV 
affiliates,  the  group  has established  itself  as a 
formidable  force  by leveraging  its  Ransomware -
as-a-Service (RaaS) model,  offering  attractive  
profit -sharing  terms  to  affiliates .

This approach  has led to  an increase  in attacks,  
particularly  in August  and September  2024, when  
more  than  half  of  their  attacks  occurred . An 
interesting  fact  is that  the  attack  count  for  
these  two  months  represents  more  than  10%

of  all  ransomware  attacks  we  have  analyzed  
during  this  semester .

ÅPLAY Ransomware  

PLAY ransomware  has been  responsible  for  
numerous  destructive  attacks  against  major  U.S. 
municipalities  and is believed  to  have 
successfully  carried  out  over  560 attacks  since 
June 2022. Multiple  researchers  have discovered  
a Linux  variant  of  Play ransomware  that  only  
encrypts  files  when  executed  in a VMWare ESXi 
environment,  which  helps  expand  their  
operations . Finally, Play  has  set  a new  record  
for  annual  victims  in  2024, with  a total  of  364 
victims .

Main ransomware groups
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ÅAkira

Active since March  2023, Akira  has gained  
notoriety  for  its  technical  adaptability,  becoming  
the  third  largest  contributor,  claiming  
responsibility  for  153 victims  during  the  last  
half  of  2024. In the  months  of  November  and 
December,  this  group  reached  a significant  
operational  peak,  recording  a total  number  of  
victims  that  exceeds more  than  three  times  the  
usual  monthly  average . This increase  not  only  
underscores  the  growth  of  their  activity  but  also 
solidifies  Akira s position  as one  of  the  most  
active  ransomware  actors  today .

world,  but  some  countries  have suffered  a 
disproportionate  impact . The United  States  tops  
the  list  of  the  most  affected  countries  by a 
wide  margin,  solidifying  its  position  as the  
primary  target  of  ransomware  actors .

This trend  can be attributed  to  the  high  
concentration  of  technologically  advanced  
companies,  critical  infrastructures,  and systems  
with  highly  valuable  data,  which  attract  
cybercriminals . The following  chart  illustrates  the  
distribution  of  the  most  affected  countries  by this  
type  of  attack  during  the  second  half  of  2024:

Over the  past  six months,  ransomware  attacks  
have affected  organizations  in every  part  of  the

Figure 9  | Countries most affected by ransomware in the second half of 2024.  

Countries most affected by ransomware from July to December 2024
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In the  analysis  of  the  sectors  most  affected  by 
ransomware  attacks  over  the  past  six months,  
the  manufacturing  sector  stands  out  as the  
primary  target  of  cybercriminals . This sector  
has experienced  a significantly  higher  volume  of  
attacks  compared  to  others,  reflecting  its  
vulnerability  due  to  heavy reliance  on critical  
operating  systems  and the  potential  disruption  
of  global  supply  chains.

Ransomware  actors  appear  to  prioritize  this  
sector  due  to  the  financial  and operational  
impact  their  attacks  can generate,  increasing  the  
pressure  on  organizations  to  comply  with  their  
demands . The following  chart  illustrates  the  
most  affected  sectors,  highlighting  the  
prominence  of  the  manufacturing  sector  during  
this  period :



Second Half 2024 Cyber Threat and Trends Report 
Cyber Threat Intelligence Department of NTT DATA Cybersecurity

© 2025 NTT DATA, Inc. | 31

Figure 10  | Sectors most affected by ransomware in the second half of 2024.

0
10
20
30
40
50
60
70
80
90

100

July August September October November December

N
um

be
r o

f a
tta

ck
s

Manufacture Construction Education

Healthcare Business Services

6.3 Hacktivists

In the  second  half  of  2024, hacktivist  groups  
continued  to  influence  global  events,  driven  by 
political,  social, and ideological  agendas . These 
groups  deployed  various  tactics,  such as 
distributed  denial  of  service  (DDoS) attacks,  
website  defacement,  and data  breaches  to  
promote  their  causes. As we closely  monitor  this  
phenomenon,  it  is clear  that  hacktivism  is on  the  
rise, fueled  by increasing  political  polarization . 
Among  the  most  prominent  groups  are:

ÅNoName 057(16); 

This group  is a threat  actor,  allegedly  based in 
Russia, specialized  in DDoS attacks , defacement,  
and data  leaks. In August  2024, NoName 057(16) 
launched  Operation  #OP404, a campaign  that  
began  in August  with  the  goal  of  disrupting  
access to  government  and media  websites  in 
Ukraine  and allied  countries,  including  NATO 
members . The attacks,  focused  on  generating  
the  " 404 Page Not  Found"  error,  reflect  the  
symbolic  intent  to  disconnect  and destabilize  
these  websites .

Illustration 4 | Telegram post by the 
NoName057(16) group.  
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ÅCyber  Army  of  Russia  Reborn  

It  resurfaced  in 2024 as a key actor  in the  realm  
of  cyberhacktivism,  driven  by strong  nationalist  
motives . In July 2024, the  group  actively  
participated  in #OpSpain , a cybercampaign  
launched  by pro -Russian hacktivist  groups  
against  the  websites  and media  of  the  Spanish 
Government . The operation  includes  DDoS 
attacks  and defacements,  aiming  to  disrupt  
services and spread  pro -Russian propaganda . 
The campaign  is a retaliation  against  Spain's  
support  for  Ukraine  and its  strategic  alignment  
with  NATO.

ÅIndian  Cyber  Force  

This Indian  hacktivist  group  collaborates  with  
other  pro -India  teams  such as TeamUCC , Team -
Network -Nine , and BlackDragonSec . It  is a pro -
Israel  group,  known  for  claiming  responsibility  
for  cyberattacks  on  critical  infrastructures  in 
multiple  countries,  including  Bangladesh,  China, 

ÅUserSec

It  is a pro -Russian group  known  for  carrying  out  
distributed  denial  of  service  (DDoS) attacks  and 
posting  data  leaks, primarily  targeting  entities  
that  support  Ukraine . Following  the  arrest  of  
Telegram  CEO Pavel Durov,  several  pro -Russian 
groups,  including  UserSec, launched  attacks  
against  French entities  under  the  campaign  
hashtag  #FreeDurov . In a recent  joint  operation,  
UserSec and the  Cyberarmy  of  Russia  reborn  
successfully  disabled  the  websites  of  the  National  
Court  of  France and the  Paris Court .

Pakistan,  and Indonesia . In August  2024, the  
group  recently  launched  cyberattacks  in 
Bangladesh,  posting  videos  in which  they  claim  
to  have hacked  the  Grameenphone  Telecom  
network  control  panel  and other  Internet  service  
providers,  as well  as the  Bangladesh  
government's  national  email  system .

© 2025 NTT DATA, Inc. | 32
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ÅIranian  APT

Iranian  APTs expanded  their  regional  reach  
during  this  semester,  with  groups  such as 
MuddyWater  and APT34 deploying  custom  
malware,  such as BugSleep , and employing  
advanced  social engineering  tactics . These 
campaigns  primarily  targeted  governments  and 
critical  infrastructures  across the  Middle  East, 
with  Israel  as the  primary  target,  highlighting  a 
significant  intensification  in their  espionage  
activities .

6.4 APT

ÅRussian  APT

Meanwhile,  Russian APTs exploited  zero -day 
vulnerabilities  to  carry  out  strategic  attacks . 
Groups  such as APT29 and APT28 focused  on  
vulnerabilities  in iOS and Chrome,  using  
watering  hole  techniques  and modular  
malware  to  infiltrate  diplomatic  and government  
networks,  thus  enhancing  their  espionage  
capabilities . In Ukraine,  Russia-aligned  groups  
maintained  high  activity,  attacking  government

ÅChinese  APT

Chinese APTs adopted  a renewed  focus  on  critical  
network  infrastructures . Groups  such as APT41 
and Earth  Baku  used advanced  malware,  such as 
ShadowPad  and VELVETSHELL, to  compromise  
network  devices, including  Cisco Nexus switches,  
significantly  impacting  the  security  of  these  
infrastructures .

ÅNorth  Korean  APT

Finally, North  Korean  APTs intensified  their  cyber  
espionage  efforts,  with  groups  such as Kimsuky  
and Lazarus  Group  targeting  the  education  
sector . Their  campaigns  focused  on  researchers  
and academics  related  to  the  Korean  Peninsula  
and Southeast  Asia, using  spear -phishing  
techniques  and advanced  malware  such as 
MoonPeak  and FPSpy to  achieve their  
objectives .

entities,  the  defense  sector,  and essential  
services such as energy,  water,  and heating .
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Tactics, Techniques 
and Procedures 
(TTPs)
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Figure  11 | Evolution of the most common techniques used during 2024.

7. Tactics, Techniques and 
Procedures (TTPs)
Tactics, Techniques,  and Procedures  (TTPs) are a 
fundamental  approach  to  understanding  the  
strategies  employed  by malicious  actors  in the  
cyber  landscape . Identifying  these  patterns  not  
only  allows  organizations  to  strengthen  their  
defensive  posture  but  also to  proactively  
anticipate  and mitigate  potential  risks.

7.1 Description of the most common 
TTPs used by cybercriminals

In the  second  half  of  2024, cybercriminals  have 
shown  a notable  evolution  in their  TTPs, 
continuously  adapting  to  new technological  
environments  and the  defensive  measures  that  
have been  implemented .

This section  provides  a summary  of  the  most  
commonly  used TTPs during  this  period,  
analyzing  their  relation  to  the  MITRE ATT&CK 
framework,  and offering  both  an overview  of  
their  impact  and key recommendations  for  
mitigation .

The following  will  address  the  key TTPs of  the  
second  half  of  2024, based on  the  identified  
trends .

Increase in Volume

Phishing, Vishing, and Spear Phishing, 

particularly focused on business email 

attacks.

Greater sophistication

Use of AI to mimic the communication 

styles of victims.

Increase in DDoS attacks targeting 

companies in critical sectors such as 

healthcare and finance.

Greater complexity

Larger bot networks, increased machine 

learning to detect vulnerabilities in real 

time, and the ability to develop exploits 

more quickly..

New hybrid malware and ransomware, 

specialized and generated by AI or 

based on the code of other groups 

and/or actors.

Evolution from standard encryption to 

double extortion techniques involving 

both encryption and data leaks.

Increased pressure on organizations.

PHISHING

VULNERABILITY

EXPLOITS

RANSOMWARE

Firs t half of 2024       Technique                 Second half of 2024
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Table 5 | Most common TTPs during the second half of 2024.  

Technique MITRE ATT&CK ID Descript ion Mit igation References

Phishing

T1078 тValid Accounts
Credential dumping via phishing, 

used for initial access or persistence.

- Implement MFA on all accounts.
- Educate employees to identify 

malicious emai ls..
T1078

T1059 тCommand and scr ipting 
interpreter

Use of malicious commands after  
compromising accounts to execute 

payloads or scripts.

- Enable attack surface reduction 
rules.

- Limit the execution of unsigned 
scr ipts.

T1059

Vulnerability Exploits

T1583 тInfrastructure 

Preparation of bot servers and 
networks to launch DDoS attacks or 

exploit vulnerabilities in  cri tical 
systems.

- Monitor unusual network activities.
- Implement DDoS solutions for critical 

services.
T1583

T1547 тBoot or logon autostart 
execution

Persistence in compromised systems 
through configurations that 

automatically execute upon system 
star tup.

- Monitor changes in startup programs.
- Limit administrative priv ileges.

T1547

Ransomware

T1547 тBoot or logon autostart 
execution

Use of auto-configuration for 
persistence after infecting the 

system.

- Limit administrative permissions.
- Audit programs configured to run 

dur ing startup..
T1547

T1078 тValid Accounts
Use of compromised credentials to 

move ransomware within  the 
network.

- Change default passwords.
- Regularly audit accounts to detect 

anomalous activities.
T1078

© 2025 NTT DATA, Inc. 

The second half of 2024 was 
characterized by the sophistication 
and scalability of the TTPs used by 
cybercriminals, who prioritized 
initial access and persistence 
techniques to maximize their 
impact. The connection with the 
MITRE ATT&CK framework not only 
helps understand these threats but 
also provides a practical approach 
for mitigating them.
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https://attack.mitre.org/techniques/T1078
https://attack.mitre.org/techniques/T1059/
https://attack.mitre.org/techniques/T1583/)
https://attack.mitre.org/techniques/T1547/
https://attack.mitre.org/techniques/T1547/
https://attack.mitre.org/techniques/T1078
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Table 6 | Most common entry vectors used in the second half of 2024 

7.2 Most common entry vectors:

Now, to  access systems  and carry  out  attacks,  
malicious  actors  use a wide  variety  of  entry  
vectors  or  initial  access points . Following  the

7.3 Innovation in attacks: New 
unknown techniques and tactics

Description : Vulnerability  that  exploits  the  
RADIUS protocol  (Remote  Authentication  Dial  
In  User  Service)  with  MITM  (Man  in  the  
middle)  and a collision  attack,  to  compromise  an

initial  device  by spoofing  a valid  response  after  a 
failed  authentication,  without  needing  to  know  
the  user's  credentials . The lack of  authentication  
and encryption  in the  protocol  facilitates  
unauthorized  access and exposure  of  sensitive  
data . (Ars Technica , 2024; Blast-RADIUS, 2024).

Impact : Affects  all  RADIUS implementations  that  
use non -EAP authentication  methods  over  UDP.

ÅBlast  Radius

thread  of  the  most  used  techniques  this  
semester,  and considering  that  ransomware  has 
positioned  itself  as the  main  threat,  the  trends  of  
the  most  common  entry  vectors  are summarized  
as follows :

https://arstechnica.com/security/2024/07/new-blast-radius-attack-breaks-30-year-old-protocol-used-in-networks-everywhere/
https://www.blastradius.fail/
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Mitigations/Recommendations :

ÅConduct  network  audits  to  identify  devices in 
use.

ÅUpdate  obsolete  and insecure  protocols .

ÅTrain  employees  in cybersecurity .

ÅImplement  network  segmentation  to  limit  
lateral  movement . 

ÅEstablish continuous  monitoring  to  detect  
suspicious  activity .

Description : The Lazarus group  (North  Korea)  
has developed  RustyAttr , a trojan  for  macOS 
that  uses extended  attributes  to  hide  malicious  
code and evade antivirus . Using  the  Tauri  
framework , it  hides  malicious  scripts  in files  that  
simulate  being  legitimate  documents,  such as 
PDFs. This technique  is unprecedented  in the  
MITRE ATT&CK framework,  marking  a 
breakthrough  in security  evasion . (The Hacker  
News, 2024). 

Impact : RustyAttr  represents  a high  risk  for  
organizations  that  rely  on  traditional  security  
measures  in macOS, such as Gatekeeper,  
compromising  systems  with  innovative  
camouflage  techniques .

ÅRustyAttr

This attack  underscores  the  importance  of  
modernizing  network  infrastructures  and 
adopting  proactive  measures  to  minimize  risks.

Mitigations/Recommendations : 

ÅMaintain  strict  Gatekeeper  policies  to  block  
unauthorized  applications .

ÅConduct  regular  security  status  audits  of  
macOS. 

ÅTrain  staff  to  identify  social engineering  
tactics .

ÅEstablish continuous  monitoring  to  detect  
suspicious  activity . 

ÅQRishing - Identity theft through QR code

scanning . These sites can install  malware,  steal  
credentials,  or  offer  fraudulent  content . The 
technique  exploits  the  trust  and familiarity  that  
users have with  QR codes, evading  conventional  
cyber  defenses  (ITWeb, 2024).

Impact : This method  can compromise  any 
device  that  reads the  QR code, infecting  it  with  
malware,  stealing  personal  information,  or  
spreading  attacks  within  organizational  
networks . The social impact  falls  on  user  trust  
regarding  QR technology .

Mitigations/Recommendations :

ÅImplement  secure  browsing  and malware  
detection  tools  to  verify  URLs before  access.

ÅTrain  users and employees  about  the  risks of  
QR codes and how  to  identify  fraudulent  links .

ÅPromote  secure  verification  practices  when  
scanning  QR codes.

ÅConfigure  network  controls  to  block  
unauthorized  or  suspicious  sites.
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Description : It  uses QR codes  as an  attack  
vector , redirecting  users to  malicious  sites after

Description : The combination  of  RDPWrap , 
which  enables  multiple  RDP sessions on  
Windows,  and Tailscale , a private  network  tool,  
allows  attackers  to  establish  covert  remote  
access to  infected  systems . These accesses have 
been  used  to  manipulate  and steal  
cryptocurrencies  or  other  digital  assets, as well  
as exfiltrate  sensitive  information,  without  visibly  
modifying  the  system  (The Cyber Express, 2024). 

Impact : This attack  primarily  affects  users in the  
cryptocurrency  market,  compromising  the  
confidentiality,  integrity,  and availability  of  their  
digital  accounts . Attackers  can unauthorizedly  
access Windows  10 and Windows  Server systems  
that  support  RDPWrap , as well  as routers,  
firewalls,  and IoT devices present  during  
communication .

ÅRDPWrap  y Tailscale

https://thehackernews.com/2024/11/new-rustyattr-malware-targets-macos.html
https://thehackernews.com/2024/11/new-rustyattr-malware-targets-macos.html
https://www.itweb.co.za/article/sophos-warns-of-quishing-new-cyber-attack-vector-using-qr-codes/5yONPvErPjm7XWrb
https://thecyberexpress.com/rdpwrapper-and-tailscale-in-crypto-attacks/9


Second Half 2024 Cyber Threat and Trends Report 
Cyber Threat Intelligence Department of NTT DATA Cybersecurity

© 2025 NTT DATA, Inc. 

Mitigations/Recommendations : 

ÅOtterCookie

Description : OtterCookie  is an attack  based on  
credential  stuffing  (the  use of  leaked  
credentials  from  other  platforms)  on  web  
applications  with  weak security  that  automates  
the  mass  sending  of  username  and password  
combinations  to  access vulnerable  accounts . It  is 
designed  in JavaScript  to  execute  additional  
payloads,  including  data  exfiltration,  access to  
credentials,  and the  implementation  of  spam  via 
SMTP services or  phishing  kits  (Bleeping  
Computer , 2024; The Hacker  News, 2024) .

Impact : This attack  primarily  affects  systems  in 
Japan and North  Korea, compromising  the  
confidentiality,  integrity,  and availability  of  
accounts  and data . Additionally,  the  obtained  
accesses can be used  to  deploy  ransomware,  
carry  out  identity  theft,  or  compromise  the  
internal  network  of  organizations .

Mitigations/Recommendations : 

ÅImplement  multi -factor  authentication  (MFA) to  
protect  remote  access.

ÅUse monitoring  tools  to  log  and alert  unusual  
access.

ÅTrain  employees  on  the  risks of  tools  like  
RDPWrap and the  use of  unauthorized  
software .

ÅRestrict  the  use of  RDP and disable  it  on  
systems  where  it  is not  necessary .

ÅConduct  regular  reviews  of  access logs to  
detect  intrusions .

ÅKeep systems  updated  with  patches  and access 
control  policies  that  limit  unnecessary  incoming  
connections .

ÅImplement  multi -factor  authentication  (MFA) 
on all  critical  accounts .

ÅEnforce  the  use of  strong  and unique  
passwords,  encouraging  practices  such as using  
password  managers .

ÅConduct  regular  audits  on  web  applications  and 
strengthen  their  security .

ÅTrain  users to  avoid  password  reuse and detect  
phishing  attempts .

ÅMonitor  failed  access attempts  and set alerts  
for  multiple  consecutive  failures .

ÅNew RaaS platform by KillSecurity

Description : The hacktivist  group  KillSecurity  
has launched  a new Ransomware -as-a-Service 
(RaaS) platform  available  through  Telegram  and 
accessible via Tor . Developed  in C++, it  allows  
attackers  to  customize  ransomware , track  
campaign  statistics , and communicate  with  
victims  via  chat . Upcoming  features  will  include  
DDoS attacks , automated  calls to  pressure  
ransom  payments,  and data  exfiltration  tools  
(RedHotCyber , , 2024).

Impact : It  affects  both  individual  users and 
organizations . It  compromises  personal  and 
business  accounts,  exposes sensitive  data,  and 
leads to  significant  financial  losses due  to  asset 
theft  and operational  disruption .

ÅImplement  multi -factor  authentication  (MFA) to  
protect  access to  critical  systems .

| 39

ÅDeploy  real -time  monitoring  solutions  that  
detect  access attempts  from  unknown  locations  
or  unusual  download  patterns .

ÅConduct  ongoing  training  programs  for  
employees,  including  phishing  attack  
simulations  and social engineering  tactics .

Mitigations/Recommendations : 

ÅReview and strengthen  cybersecurity  policies .

https://www.bleepingcomputer.com/news/security/new-ottercookie-malware-used-to-backdoor-devs-in-fake-job-offers/
https://www.bleepingcomputer.com/news/security/new-ottercookie-malware-used-to-backdoor-devs-in-fake-job-offers/
https://thehackernews.com/2024/12/north-korean-hackers-deploy-ottercookie.html
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8. Vulnerabilities

The second  half  of  2024 has highlighted  the  
persistent  and changing  threat  of  critical  
vulnerabilities  in software  and hardware  
systems . These vulnerabilities,  often  exploited  by 
malicious  actors,  pose significant  risks to  
organizations  across various  sectors . They can 
lead to  critical  data  leaks, loss of  confidential  
data,  and disruption  of  essential  services.

To prioritize  and effectively  address  these  
vulnerabilities,  it  is crucial  to  evaluate  not  only  
their  technical  severity  but  also their  potential  
real-world  impact ; therefore,  the  following  
analyzes how  critical  vulnerabilities  evolved  
month  by month  during  the  second  half  of  2024.

ÅJuly

In July 2024, 104 vulnerabilities  were  identified,  
of  which  28 are  of  critical  severity  and 10 were  
actively  exploited . These vulnerabilities  stood  
out  for  their  impact  on  critical  platforms  used  in 
business  environments  and for  their  ability  to  
compromise  confidential  data  and essential  
workflows .

Key vulnerabilities  highlighted :

ÅGeoServer  (CVE-2024-36401): Vulnerability  in 
the  evaluation  of  property  names  as XPath 
expressions,  which  allowed  attackers  to  execute  
arbitrary  commands  on  outdated  systems .

ÅOpenSSH (CVE-2024-6387 - " regreSSHion ") : A 
serious  vulnerability  in the  Secure Shell (SSH) 
protocol  that  allowed  arbitrary  code execution  
as root,  affecting  more  than  200 products .

Main  impacts :

ÅUnauthorized  access to  critical  infrastructures  
and confidential  data .

ÅCompromise  of  secure  networks  through  
arbitrary  code execution .

ÅSignificant  risks in geospatial  data  
management  platforms .

This month's  activity  reinforces  the  need  for  
proactive  patch  management,  especially  on  
critical  platforms  like  ServiceNow  and OpenSSH. 
It  also highlights  the  importance  of  regular  
security  audits  to  mitigate  risks associated  with  
known  vulnerabilities .

ÅServiceNow  (CVE-2024-4879 y CVE-2024-5217): 
The vulnerabilities  allowed  unauthorized  access 
to  critical  data  and the  exfiltration  of  sensitive  
information  by exploiting  workflows  on  this  
cloud -based platform .
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Main  impacts :

ÅPrivilege  escalation  in operating  systems  and 
web  browsers .

ÅIncreased  risks in widely  used  browsers  and 
collaboration  tools .

ÅExploitation  directed  at the  cryptocurrency  
sector  by groups  like  Citrine  Sleet .

ÅAugust

In August  2024, 118 vulnerabilities  were  
identified,  of  which  20 are  of  critical  severity  
and 19 were  actively  exploited , marking  a 
significant  increase  compared  to  the  previous  
month . These vulnerabilities  were  primarily  
targeted  at broad  and widely  used platforms .

Key vulnerabilities  highlighted :

ÅWindows  SmartScreen  (CVE-2024-38213 - 
"Copy 2Pwn") : Allows  attackers  to  bypass 
protections  through  malicious  WebDAV shared  
resources . It  was linked  to  malware  operators  
such as DarkGate .

ÅMicrosoft  Project  and  Windows  Kernel  (CVE-
2024-38107, CVE-2024-38189): These critical  
vulnerabilities  facilitated  privilege  escalation  
and remote  code execution .

ÅGoogle  Chrome  (CVE-2024-7965): A flaw  in the  
V8 engine  that  allowed  heap  corruption,  
actively  exploited  in browsers .

ÅSolarWinds  Web  Help  Desk  (CVE-2024-28986): 
A Java deserialization  vulnerability,  quickly  
exploited  after  its  disclosure .

Main  impacts :

ÅSocial engineering  attacks  that  relied  on  user  
interaction .

ÅSeptember

In September  2024, 96 vulnerabilities  were  
identified,  of  which  24 are  of  critical  severity  
and 9 were  actively  exploited . This month  was 
marked  by the  predominance  of  vulnerabilities  in 
Microsoft  products,  reflecting  their  ubiquity  in 
business  and personal  environments .

Highlighted  key  vulnerabilities :

ÅCVE-2024-38226 (Microsoft  Publisher) : Used 
to  bypass security  controls  and facilitate  social 
engineering  attacks .

ÅCVE-2024-38217 (Windows  Mark -of -the -Web) : 
Allowed  the  execution  of  malicious  files  by 
bypassing  security  functions .

ÅIvanti  (CVE-2024-819) and  Veeam  (CVE-2024-
40711): Escalated privileges  and circumvented  
security  functions  to  distribute  malware .

ÅDistribution  of  malware  through  key business  
management  products .

ÅElevated risk  due  to  actively  exploited  zero -day 
vulnerabilities .
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